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COmputers
Policies

Computer Use/Abuse

The employee shall not use any computer which is the property of the employer for any purposes other than the performance of their duties as described in the Job Description.  The employee also undertakes not to use any computer disks which are not the property of the employer or to undertake any private work by using such disks on any equipment which is the property of the employer.

Installation of External Software

Definition

"External Software" is computer software that has not been developed by the Company under instructions or under authority granted by the management.  This definition applies to both mainframe and personal computer software, regardless of its origin.

Installation/Execution

It is against the policies of the Company for any employee, agent or other person, to install and/or execute external software on any equipment installed in the office, or property of the Company, or used under a contract by the Company, without the prior agreement of the General Manager/Managing Director.

Protection Against a Computer Virus

Definition

A PC virus is an encoded series of instructions, which a computer will obey.  There are many ways a virus can be introduced to a PC, but the main ways are via PC disks or over Local Area Networks (LANs) or even via external networks.  Once introduced, a virus may quickly infect other PCs by the sharing of PC disks or via a LAN.

A virus can and does cause considerable damage by:

· Making application inoperative at a given point in time.

· Completely reformatting PC hard disks.

· Corrupting small elements of data over a period of time, thus producing inaccurate information and making complete recovery of the data impossible.
· Wasting time, effort, resource and money.

Purpose

The purpose of this policy is to :

· Prevent the introduction of a virus.

· Prevent the spread of a virus.

· Prevent the transfer of a virus outside of the Company.

Policy Requirements

All incoming PC disks MUST BE virus checked before use on a PC. This applies equally to Software or Data disks.

When taking work home via a PC disk for use on a home PC, then the disk MUST BE virus checked on return.

Never under any circumstance BOOT UP from a PC disk (hard disk excluded) unless authorised by the IT Manager.

Any disk which is authorised for BOOT UP must have a label attached showing authorisation initials and the date of authorisation, and the BOOT UP disk must be WRITE PROTECTED.

On switching off, never leave disks in a PC which when switched on again would cause an attempted BOOT UP from the disk.

On taking any PC away from the Company the equipment must be virus checked before re use in the office.

Material downloaded from Bulletin Board Systems should be to disk (not hard disk), and the disk must be virus checked before use.

Data or software which is transferred between PCs via the use of an external mainframe computers should be downloaded to disk (not hard disk), and the disk must be virus checked before use.

If the amount of data being downloaded exceeds the capacity of a PC disk (not hard disk), then downloading to a PC hard disk will be permitted, but only under the control of the IT Manager.

It is advisable that all PC disks (not hard disks) should be WRITE PROTECTED unless you intend to write on them.

Procedures

1.
a)
Every PC in the office will be checked by the PC Supervisor at least once per month to ensure no virus has been introduced.


b)
All PC disks requiring virus checking as a result of the Policy stated above must be passed to IT Manager for checking.


c)
Within the office a number of staff will be capable of performing the virus check.


d)
In most cases disks will be returned within an hour, but at worst no longer than 1 working day.

 2.
a)
Disk which have been virus checked will have a label attached showing who checked it and the date of the check.

      
b)
The label only indicates the disk was virus free when checked, it does not indicate the disk will remain virus free.

      
c)
PC disks which have checked labels will still, subsequently, be subject to the Policy Requirements above.

 3.
A reminder message will be placed on each PC, stating:

      
a)
that no disks must be left in disk drives when switching a PC on or off.

      
b)
that booting up from a disk other than the PC hard disk is not allowed unless previously authorised.

 4.
On taking any PC outside the office (once all appropriate release/loan forms have been completed available from the IT Manager) ensure immediately on return the PC is virus checked by the IT Manager before reuse in the office.

  5.
a)
If you have your own PC at home it is quite possible that your machine could already be infected or may get infected in the future.

      
b)
We strongly recommend that you regularly check your PC for viruses, assuming you have software available to do this.


 c)
The IT Manager can and will supply on a request basis some Shareware (not copyrighted) virus checking software to individual employees.

      
d)
The IT Manager will try to obtain updates for the software, but in no way can it be guaranteed the software supplied can now or in the future detect all viruses.


e)
This Shareware software must not be used on a PC in the office or in any other commercial environment.

      
f) 
You would do better to buy your own virus checking software (home use only) and to be very careful where you obtain software from which you use on your own PC.

Legality

1.
If any covenant or other provision of this Policy is invalid, illegal or incapable of being in force by reason of any rule of law or public policy, all other conditions and provisions of the Policy shall, nevertheless, remain in full force and effect, and no covenant or provision shall be deemed dependent upon any other covenant or provision unless so expressed herein.

2.
This Policy is part of the formal company procedures and not adhering to it will render an employee subject to appropriate Disciplinary Action.

3.
Depending on circumstances, the action taken will range from a written warning being placed on the offender's Personnel File up to and including Summary Dismissal.
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