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PRIVACY
Purpose

(Company Name) needs to maintain certain information about its staff in order to properly conduct its business.  In meeting this need, (Company Name) is committed to respecting the dignity and rights of privacy of every staff member in complying with the ten privacy principles:

1. Ensuring information is necessary and collected lawfully.

2. Using and disclosing information collected only for the primary purpose intended.

3. Ensuring records are accurate.

4. Ensuring information held is secure.

5. Establishing a privacy policy.

6. Ensuring compliance with access and collection parameters.

7. Making sure you do not use government identifiers, e.g. Medicare numbers and Tax File Numbers, to identify employees.

8. Providing individuals the opportunity, where lawful and practical, of not identifying themselves when entering into transactions with the organisation.

9. Making sure people overseas have the same information.

10. Treating sensitive information carefully.

‘Staff personal information’ is any information that is maintained on the file or record pertaining to a particular individual. 

 

Policy

 

(Company Name) will only collect and retain that information relating to staff which is appropriate for managing the business operations and for carrying out business responsibilities. 

  

Staff may review, copy and comment on job related and administrative information held about them by (Company Name). (Company Name) will provide adequate safeguards for maintaining the confidentiality of staff personal information:  

· Within (Company Name) - Staff personal files are confidential and will be disclosed to other staff only on a well-established need-to-know basis.

· Outside (Company Name) - Staff personal information will be disclosed only with the staff member’s approval or as required by law. 

Procedures

  

Staff Personal Information (Classified)

Staff personal information may be generally classified as follows: 

1. Job performance related information:

· Employment application

· Salary increases

· Job changes 

· Performance appraisal 

· Counselling 

· Training courses undertaken 

· Educational background 

· Career interests 

· Commendations, awards 

· Disciplinary actions 

· Attendance records 

· Leave of absence details 

· Exit interviews

· Psychometric test results

· Pre-employment reference checks

    2.  Administrative Information 

· Payroll files and deduction authorities

· Superannuation files including nomination of beneficiaries

    3.  Special Information

· Succession and development information 

· Certificates or Licenses held

Staff Access

Staff may have access to their own personal information as follows: 

1. To inspect and copy their job performance related information (as defined above).  If any factual information is incorrect, it may be corrected; or in respect of matters of judgment, employees may add information to the file to present their position on the matter. 

2. Upon request and with a valid reason, staff may inspect, copy and correct the type of information listed as administrative information. 

3. Upon request, special information ’held’ will be discussed with the staff member by a person properly qualified to do so.  The reasons for not permitting the staff to fully inspect this information are: 

· To avoid misunderstanding or unwarranted expectations from information that is subject to change such as succession/ promotion plans; 

· To respect the privacy of others who may be named e.g. succession and development plans. 

Holding of Files 
All staff personal information which is job or performance or administratively related (e.g. bank or salary details etc) must be held on the staff member’s file.  

 

Personal information is held in the HR Division to:

1. Ensure confidentiality and security. 

2. Enable staff to inspect these personal files with confidence upon request.

3. Ensure continuity of accurate personnel records in the event of a change in management or transfer into a different department. 

4. Ensure that matters, such as counselling, are conducted regularly and have been properly signed off by management. 

Other Personal Information 

Managers may maintain under their control certain information such as day-to-day performance, attendance etc.  Managers have access to their employees’ personal file when it is necessary to view records for legitimate management purposes. 

  

Personal Files not Accessible by the Staff Member 

Certain confidential files which contain personal information on staff will not be accessible to the staff member including:

1. Plans for proposed salary increases 

2. Promotion plans 

3. Investigations of misconduct or alleged illegal acts 

4. Information surrounding business restructures that include the individual, & possible calculations attached to redundancies. 

Outside Requests for Personal Information 

If any Manager receives a request from an external party for personal information relating to a staff member, that information will not be made available without the staff member’s approval unless it is required under law i.e. by subpoena. Under no circumstances will personal information be given out over the telephone without first checking that the staff member approves.
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